NudopmanuoHHass mnaMATKA IJI 00y4AIOIIUXCH VISl pa3MelleHnsl Ha

oduimansubix MHTEpHET-pecypcax

C KaKIbIM I'OJJOM MOJIOACKHU B HHTCPHCTC CTAHOBUTLCSA 6OJII>H_IG, a MKOJIBHUKHU OJHU U3 CaMbIX aKTUBHBIX
nosis3oBatened Pynera. Mexay TeM, TOMUMO OTPOMHOIO KOJTMYECTBA BO3MOYKHOCTEHM, HHTEPHET HECET U
poOJieMbl. DTa maMsATKa JOJHKHA TOMOYb TeOe 0€301MacHO HaXOIUThCS B CETH.

KomnbrorepHbie BUPYChI

KOMHBIOTCpHBIfI BHUPYC - 5TO pa3HOBHUJHOCTE KOMIIBIOTEPHBIX IIPOrpaMm, OTJINYHUTEILHON 0COOEHHOCTHIO
KOTOPOH SIBJISIETCS CIOCOOHOCTB K Pa3MHOXKEHUIO. B omoHeHne K 3TOMy, BUPYChI MOTYT TOBPEAUTD WIIN
IMOJIHOCTBIO YHUUTOXUTH BCE (baﬁﬂbl N JAHHBIC, IOAKOHTPOJIBHEIC I10JI630BATCI0, OT UMCHH KOTOPOI'o ObL1a
3amylleHa 3apaXxEéHHas IporpaMMa, a TakyKe NOBPEAUTh WIN JaXKe YHUYTOKUTH OIIEPALUOHHYIO CUCTEMY CO
BceMH (paittamu B 11€510M. B OOJIBIIMHCTBE CITydaeB paclpOCTPAHSIOTCS BUPYCHI Ye€pPe3 HHTEPHET.

MeTOJILI 3allIUTBI OT BPEAOHOCHBLIX IIpOrpamMm:

1. Hcnonb3yit coBpeMeHHbIE OTEPAIMOHHBIE CUCTEMBbI, UMEIOLINE CEPhE3HBIN YPOBEHb 3aIlIUTHI OT
BPEJOHOCHBIX MPOTPaAMM;
2. [TocrosinHO ycTanaBnuBaii (LG POBbIE 3aMJIaTKU, KOTOPbIE aBTOMATUYECKU YCTAaHABIMBAIOTCS C LIEJIBIO

JOpabOTKH MTPOrPaMMBI) U APYryue OOHOBJICHHUS CBOCH OnepannoHHON cucTeMbl. CkauynBail MX TOJBKO C
oduimansHoro caira pazpadorunka OC. Ecnu cyiiecTByeT peskuM aBTOMaTHYECKOT0 OOHOBIICHUS, BKIIIOUYH €T0;

3. PaboTaiif Ha cBOeM KOMIIBIOTEPE MO ITPaBaMU TOJIH30BATEINS, @ HE aIMUHUCTPATOpa. DTO HE TIO3BOJIUT
OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM HMHCTAJUIUPOBATHCS HA TBOEM MIEPCOHATBHOM KOMIIBIOTEPE;

4. Hcnosnb3yil aHTUBUPYCHBIE IPOTrPAMMHBIE POAYKTHI K3BECTHBIX MPOU3BOAUTENEH, C aBBTOMATHYECKUM
oOHOBIIEHHEM 04a3;

S. Orpannyb pU3UIECKHI TOCTYI K KOMIIBIOTEPY JIJIsl TOCTOPOHHUX JIHIT,

6. Hcnonb3yit BHEIIHUE HOCUTETH HHPOPMAIINH, TaKUe KaK (ielKa, TUCK WK (ailll u3 HTepHeTa, TOJIbKO
13 IPOBEPEHHBIX UCTOYHUKOB;

7. He otkppiBail komnbroTepHbIe (haiibl, HOTydYeHHbIC U3 HEHAAEKHBIX UCTOYHUKOB. [laxke Te dailnebl,
KOTOpBIE MPHCIIA TBOK 3HAKOMBIH. JlydIe yTouHu y Hero, OTIPABIISUL JIH OH TeOe UX.

Cerun WI-FI

Wi-Fi - 310 He BuI nepeiauu JaHHBIX, HE TEXHOJIOTHs, & BCEro JIIIb OpeHn, Mapka. Eme B 1991 roay
HUJIEpIIaHIcKas koMnanus 3apeructpuposana opena « WECAy, uto o6o3Hadano cinoBocoderanue «\Wireless
Fidelity», koTopbIii IEPEBOIUTCS KaK «OECIPOBOIHAS TOUHOCTHY.

Jlo Harero BpeMeHHu jo1uIa apyras abopeBuarypa, KoTopas sBISETCsS TaKOW ke TeXHOoJoruei. 91o
abopesuarypa «Wi-Fi». Takoe Ha3BaHHe OBUIO JaHO C HAMEKOM Ha CTaHIAPT BBICIINI 3BykoBO# TexHuku Hi-Fi,
YTO B IIEPEBOIEC O3HAYAET «BBICOKASI TOUHOCTHY.

Ja, 6ecruiaTHbI HHTEPHET-I0CTYI B Kade, OTENAX U a’poropTax ABJISETCsS OTIIMYHON BO3MOKHOCTBIO BBIX0/1a B
uHTepHEeT. HO MHOTHE DKCTIEPThI CUUTAIOT, YTO oOmienoctymnubie WIiFi ceT He SIBISIOTCS 0€30MacHBIMH.
CoBeTblI 0 He30macHOCTH padoTe B 00menocTynHbIx cersix Wi-fi:

1. He nepenasaii cBoro nmuunyro nadopMmaiiuio yepes odmienoctynusie Wi-Fi cetn. Pabotas B HEX,
JKeJaTeJIbHO He BBOAMTH ApOJIH JIOCTYTIA, IOTUHBI M KaKHe-TO HOMEpa,

2. Hcnonb3yit 1 0OHOBIISAN aHTUBUPYCHBIE TPOrpaMMBbl U Opanamaysp. Tem cambIM Tl 00€30nacHIlb cedst OT
3aKauykKy BUpYyca Ha TBOE YCTPOUCTBO;

3. [Tpu ucnonb3oBanuu Wi-Fi otkimoun Gyrkimio «O0mwmit qoctym K ¢aitnam u npuHTepam». JlanHast
(GyHKLUS 3aKpbITa 10 YMOJIYAHHIO, OIHAKO HEKOTOPbIE MT0JIb30BATENN AKTUBUPYIOT €€ Al y00CcTBa
HCIIOJIH30BaHUs B paboTe uin yuede;

4, He ucnons3yit myonuunsiit WI-FI m1st mepenaun TUYHBIX TaHHBIX, HAPUMED VIS BBIXOJIA B COITUAIBHBIE
CEeTH WJIX B DJIEKTPOHHYIO TTOYTY;

5. Hcnone3y#t Tonpko 3ammuineHHoe coenqunenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope Be6-aapeca
BBOIM UMEHHO «https://»;

6. B mo6unpHOM Tenedone otkiaroun pynkuuto «Ilogkmrouenne k Wi-Fi apromatnueckn». He nomyckai
ABTOMATHYECKOTO MOJKIIOUeHHs ycTpoiicTa k cetsim Wi-Fi 6e3 TBoero cornacusl.

CounajnbHble ceTH

CornuanbHbIe CeTH aKTUBHO BXOST B HAaIlly KH3Hb, MHOTHE JIFOJIU pa0OTAIOT U )KUBYT TaM MOCTOSIHHO, a B
Facebook y»xe 3apernctpupoBan MULUTHAP/] YEITOBEK, YTO SBJISIETCS OJHON CEIbMOM BCEX JKUTEIIEH TIAaHETHI.
MHorure noib30BaTeNy He TOHUMAIOT, YTO HH(POPMAIIHSs, pa3MeIeHHAss MU B COIIMANTBHBIX CETSIX, MOXKET OBITh
HalJIeHa ¥ UCIOJIb30BaHa K€M YTOJHO, B TOM YHCJIE HE 0053aTeNbHO C OJJariMu HaMEPEHUSIMU.

OcHOBHBIE COBETHI 10 0€30MIACHOCTH B COIUAJIBHBIX CEeTHAX;

1. OrpaHnub CIIUCOK JIpy3ei. Y Te0s B IPYy3bsAX HE JOHKHO OBITh CIYIalHBIX M HE3HAKOMBIX JIFOJICH;

2. 3amuiail cBolo YacTHYIO XU3Hb. He yka3piBaii maposnu, TenedoHsl, agpeca, 1aTy TBOETO POXKACHUS U



JPYTYIO JTTYHYI0 HHOOPMAIIHIO. 3II0YMBIIICHHUKH MOTYT UCIIOJIB30BaTh 1aXke WH(POPMAIIHIO O TOM, KaK ThI U
TBOU POAUTEIIN [NIAHUPYETE IPOBECTU KAHUKYIIBL,

3. 3amminai CBOK peryTaIuio - IEP>KU €€ B YUCTOTE U 3a/1aBail cebe BOMpOC: XOTes ObI ThI, YTOOKI IpyTHE
NI0JIb30BATENH BUIEITH, YTO ThI 3arpyxaeib? [Togymaii, mpexxae yem 4To-To OnyOJIMKOBaTh, HAMCATh U
3arpy3uTh;

4, Ecnu Tl TOBOPHIIIB C JIFOJIEMU, KOTOPBIX HE 3HACIIH, HE UCIOJIL3YH CBOE PeallbHOC UMS U APYTYIO JIMYHYIO
UH(POPMALIUU: UM, MECTO XKHUTEIHCTBA, MECTO YUeObI U ITpovee;

S. N3b6eraii pazmenienust pororpaduii B IHTEpHETE, T/Ie THI N300paXK€H HA MECTHOCTH, IO KOTOPO MOKHO
OIIPENIEIIUTh TBOE MECTOIIOJIOKEHUE;

6. [Tpu perucrpanuu B COIMAIBLHON ceTH HEOOXOIMMO UCTIONB30BATh CIIOXKHBIE MMAPOIIH, COCTOSIINE U3 OYKB
U i(dp U ¢ KOJIMYECTBOM 3HAKOB HE MEHee &;

7. JIi1st counanbHOM CeTH, MOYTHI U IPYTUX CAUTOB HEOOXOIMMO UCIIOJIb30BaTh pa3Hble mapoiu. Toraa ecinu

Te0s B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKH MOJIyYaT JOCTYH TOJBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.
DJIeKTPOHHbIE 1eHbIH

DNEKTPOHHBIE EHbI'H — ATO OUEHBb YJOOHBIH CIIOCO0 MIIaTeXEel, 0JTHAKO CYIIECTBYIOT MOILIEHHUKH, KOTOPbIE
XOTAT NOJYYUTh 3TU JEHBIHU.

DNEKTPOHHBIE IEHbI'H MOSIBUJIMCH COBCEM HEJJABHO M KIMEHHO M3-3a 3TOI'0 BO MHOTHX T'OCYJapCTBaxX J0 CUX MOp
HE MPOMKCAHO PO HUX B 3aKOHAX.

B Poccun xe onn pyHKIMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, e UX Pa3AelisiioT Ha HECKOJIbKO BUIOB -
AQHOHMMHBIE U HE aHOHHUMHBIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPbIX pa3pelaeTcsi IpOBOIUTh
orepaiuu 0e3 UASHTHU(PHUKAIIUH MTOIH30BATENs, @ B HE aHOHUMHBIX UICHTU(PUKAIIMHU MOJIb30BATENS SABISETCS
00s3aTeNbHOM.

Taxxe cneayeT pa3nuyarh 3JIEKTPOHHBIE (PUaTHBIE ACHBIU (PaBHBI TOCYAApCTBEHHBIM BAaIIOTaM) U 3JICKTPOHHBIE
He (uaTHbIe 1eHbIU (HE PaBHBI FOCYIAPCTBEHHBIM BATIOTaM).

OcHoBHBIE COBeTHI 10 0e30nacHOl padoTe ¢ 31eKTPOHHBIMH JIeCHbIAMU:

1. [TpuBsixu K cueTy MOOUIIBHBIN Tene@oH. ITO caMblil y100HBIN U OBICTPBIN CIIOCOO BOCCTAHOBUTH TOCTYI
K cuery. [IpuBs3anHbIil TenedoH MOMOXKET, ecliu 3a0y/ellb CBOM IIIaTEKHBIN MapoJib WK 3aiiIelIh Ha CAlT C
HE3HAKOMOTO YCTPOWCTBA;

2. Hcnonb3yit oqHopaszoBble napoiu. [Tocne nepexoia Ha yCUIEHHYIO aBTOpU3aLUIO TeOe yxe He OyeT
yrpoXKaTh OMACHOCTb KPaXKH WJIM IiepexBaTa IJIaTeKHOT0 MapoJis;
3. Bri0epu crnoxxHblii napoiib. [IpectynHukaM OyaeT He MPOCTO yraaaTh ClI0XKHbIN naponb. HanexHble

HapoJIM — 3TO MAPOJIH, KOTOPBIE COIEPKAT HE MEHee § 3HAKOB U BKJIIOYAIOT B €051 CTPOUHBIE U TPOIUCHBIE
OYKBBI, UG PHI U HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK JI0Ju1apa, GyHTa, BOCKIMLATENbHBIN 3HAK U T.II.
Hanpuwmep, StRONg!;;

4. He BBOIUM cBOM IMYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE TOBEPSEIIb.

DIIeKTpOHHAs 1oYTa

ONEKTPOHHAs IOYTa — 3TO TEXHOJIOTHUS U NPEAOCTABIISIEMBIE €10 YCIYTH 110 IIEPECHUIKE U NIOTyYEHUIO
3JIEKTPOHHBIX COOOLIEHHH, KOTOPBIE paclpeAesatoTCsa B KOMIBIOTEpHON ceTH. OOBIYHO 31EKTPOHHBIA OUTOBBIN
SUIMK BBITJILAUT CIECAYIOIIMM 00pa3oM: UMsI_TOJIb30BaTeNs (@M _JIoMeHa. Takxke Kpome nepeaayu mpocToro
TEKCTa, UMEETCS BO3MOXKHOCTh IiepeiaBaTh (ailiibl.

OcHoBHBIE cOBeThI M0 0e30nacHOi padoTe ¢ 3JIeKTPOHHOI MOYTOM:

1. Hano BbIOpaTh npaBuiIbHBINA OYTOBBIN cepBUC. B HHTEpHETE €CTh OrpOMHBIN BBIOOp OeCTIIaTHBIX
MIOYTOBBIX CEPBUCOB, OJHAKO JYy4YIlI€ JOBEPATH TEM, KOI'O 3HAEUIb U KTO NIEPBBIN B PEUTHUHTE;

2. He ykasbiBail B TuuHOM nouTe TuuHyto nHbopManuio. Hampumep, nydiie BoIOpaTh

«My3BIKaJIbHBIN _(panaT@» win «pok2013» BMecTo «remal3»;

3. Hcnons3yit AByXATaNIHYO0 aBTOPU3ALMIO. JTO KOT1a TOMUMO MAapoJIsi HY)KHO BBOJAUTH KO/, IPUCHUIAEMBIN
o SMS;

4. Br16epu croxxHbIi maposib. J{J1s Ka)a0ro MOYTOBOrO AIIMKA JOKEH ObITh CBOM HaJIEKHbBIN, YCTOWYUBBIH
K B3JIOMY I1apOJib;

5. Ecnu ectb BO3MOKHOCTh HAaNKMcaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCITOJIB3YH 3TY BO3MOXKHOCTB;

6. Hcnonb3yi HECKOJIBKO OYTOBBIX SIIIUKOB. I1epBbIi 171 4acTHOM NEPENUCKH C agpecaTaMu, KOTOPBIM Tl
JOBepsielIb. DTO 3JIEKTPOHHBIN aJipec He HaJ0 UCIOIb30BaTh MPU PETUCTPAllUU Ha popyMax U calTax;

7. He oTkpbIBail (aiiinbl u qpyrue BIOKEHHs B MUChMAaX J1aXKe €CJIM OHU MPHUIILIIH OT TBOMX Jipy3eil. Jlyuie
YTOYHH Y HUX, OTIIPABJISUIN JIU OHU TeOe 3TU (ailibl;

8. [Tocne okoHYaHHs pabOTHI HA IOYTOBOM CEpPBHUCE MEPe]] 3aKPHITHEM BKJIAJIKH C CAUTOM He 3a0y/lb HaXKaTh

Ha «BeiATIY.



KubepOy/uIHHT WM BUPTYaJIbHOE H31€BaTEJIbCTBO

KubepOynnuHr — npecienoBaHue COOOIICHUIMH, COJIEPKAIUMHU OCKOPOJICHHS, arpecCuio, 3alyrMBaHuUE;
XYJIUTaHCTBO; COMAIbHOE OOMKOTUPOBAHHUE C TIOMOIIBIO Pa3IMYHBIX HHTEPHET-CEPBHCOB.

OcHoBHbIE cOBeThI 0 0opble ¢ KHOepOyNINHIOM:

1. He Opocatics B 60ii. JIyummii crmoco6: mocoBeToBaThCS Kak ce0sl BECTH U, €CJIM HET TOr0, K KOMY MOYKHO
00paTUTHCS, TO BHAYAJIE YCIIOKOUTHCS. ECiiu Tl HaUHENh OTBeYaTh OCKOPOJICHUSIMUA Ha OCKOPOJICHHS, TO
TOJIBKO eIlie OOJIbIIE Pa30XKKeIIb KOH(INKT;

2. VYnpasistii cBoeil kubeppernyranueii;

3. AHOHUMHOCTB B ceTH MHUMasl. CyIeCTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He crout Bectu Xynuranckuii o0pa3 BUpTyallbHOW kU3HU. IHTEpHET DUKCHpYyET BCe TBOU JEHCTBUS U
COXpaHseT uxX. Y 1anuTh uX OyIeT KpailHe 3aTpyAHUTEIBHO;

5. Cobmroait cBO# BUPTYaJbHYIO YECTh CMOJIONY;

6. Urnopupyit enuanyHbIi Heratus. O1HOPa30BbIE OCKOPOUTENBHBIE COOOICHHS JTy4Ille UTHOPUPOBATH.
OObIuHO arpeccus NpeKpaaeTcs Ha Ha4aabHON CTaIuH;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B COLIMATBHBIX CETAX €CTh
BO3MOKHOCTb OJIOKHPOBKH OTIIPABKHM COOOIEHHH C ONPEEICHHbIX aPECOB;

8. Ecnu b1 cBunerens kubepOymmuara. TBoM neiCTBUA: BBICTYIIUTh MPOTUB NPECIICA0BATENs, I0KA3aTh

€My, UTO €ro JICHCTBUS OLICHUBAIOTCS HETATUBHO, OJIJIEPKATh KEPTBY, KOTOPOH HY>KHA TICUXOJIOTHYECKast
MIOMOIIIb, COOOIIUTH B3POCIIBIM O (DaKTe arpecCUBHOTO OBEJICHHS B CETH.

MoOwibHBIN TeaehoH

CoBpemenHbIe cMapT(HOHBI U TUTAHIIETHI COJIEPKAT B ce0e BIOJTHE B3POCIBIN (PYHKIIMOHAN, U TEIIEPh OHH
MOTYT KOHKYPHPOBATh CO CTAIlHOHAPHBIMU KOMIbIOTepaMu. OHAKO, CPEJCTB 3ALIUTHI 711 TOJOOHBIX
YCTPOMCTB IMOKa OYEHb MaJio. TecTHpOBaHUE U TIOUCK YSA3BUMOCTEH B HUX IMPOUCXOANT HE TaK MHTEHCHBHO, KaK
s [1K, To ke camoe kacaeTcst 1 MOOMIIbHBIX TPUIIOKEHUH.

CoBpemeHHBIE MOOMITBHBIE Opay3ephl yKe MPaKTUYECKHU JTOTHAIN HACTOJILHBIC aHAJIOTH, OJJHAKO PACIIMPEHHE
(GbyHKIIMOHAJa BJIEYET 32 COO0M OOMIBIIYIO CIIOKHOCTh M MEHBIIYIO 3aIUIICHHOCTb.

Jlanexo He Bce MPOM3BOIUTENHN BHITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTUIECKHUE YSA3BUMOCTH JIsi CBOUX
YCTPOMCTB.

OcHoOBHBIE COBETHI /ISl 0€30MaCHOCTH MOOMIILHOTO TesledoHa:

1. Huuero He siBnsieTcs no-HacroseMy 6ecruiaTHeIM. byib ocTOpoXkeH, Beib Korja Tede mpeuiaraor
OecruraTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;

2. Hymaii, npexe ueM otnpaBute SMS, hoto unu Buaeo. Thl TOUHO 3HaeIIb, TJie OHU OYAYT B KOHEYHOM
urore?

3. Heo6x0a1Mo0 0OHOBIIATE ONEPAMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Wcnonp3yit aHTUBUPYCHBIE IPOIPAMMBI JUIsl MOOMJIBHBIX TeJIe()OHOB;

S. He 3arpy»xaii npuiaoxeHus oT HEM3BECTHOTO HCTOYHMKA, BE/Ib OHU MOTYT CO/IEP’KaTh BPEAOHOCHOE
IIPOrpaMMHO€E 00€eCTIeYeHUE;

6. [Tocne Toro Kak Thl BRIMJCIIB C caiiTa, T BBOJWII JIMYHYIO HH(OPMAIIUIO, 3aii11 B HACTPOMKH Opay3epa
U ynanu Cookies;

7. [Tepuonuyecku npoBepsiit Kakue MaTHbIe yCIyr aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. JlaBaii cBoif HOMep MOOMIBHOTO Tene(OHa TOIBKO JIFOIIM, KOTOPBIX ThI 3HACIIb U KOMY JOBEpSElllb;

9. Bluetooth nomken ObITh BBIKIIIOUYEH, KOT/Ia ThI M HE MoJb3yelibesi. He 3a0biBail HHOTIa IPOBEPSITH 3TO.
Online urpsr

CoBpeMeHHbIE OHJIAITH-UTPBI - 3TO KPAaCOUHBIE, 3aXBaThIBAIOIINE Pa3BICUEHUs, 00BENHSAIONINE COTHH ThICAY
4eNoBeK Mo BceMy MHUpy. Urpoku nccienyroT NaHHbIM UM MUp, OOLIAIOTCS APYT C IPYTOM, BBIOIHSIOT
3aJlaHus, CPAXKAKOTCSI C MOHCTPAMU U MOJIYYaroT OIBIT. 3a YA0BOJIBCTBUE OHM IIJIATAT; MOKYIAOT INCK,
OIJIaYMBatOT A00OHEMEHT WJIHM MPUOOPETAIOT KaKHue-TO OIIINH.

Bce 3T cpencTBa uayT Ha MOAJIEpKAHUE U PA3BUTHE UTPHIL, @ TAKXKE HA caMy 0€30MacCHOCTb!
COBEpIICHCTBYIOTCS CUCTEMbI aBTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE AaTUX (IIM(PPOBbIE 3aINIaTKU I IPOrpaMM),
3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1momo6HbIX Urpax CTOUT OIacaThCsl HE CTOJILKO CBOMX COIEPHUKOB, CKOJIBKO KpPasky TBOETO MapoJis, Ha
KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIMH OOJIBIIUHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30I1aCHOCTH TBOEI'0 HTPOBOI0 AKKAYHTA:

1. Ecnu npyroit urpok BezeT cedst MI0Xo WK co3/aeT Te0e HEMPUATHOCTH, 3a0JOKUPYH ero B CIIMCKE
UTPOKOB;



2. [Moxkamy#ics aTMUHUCTpATOpaM UTPHI HA TUIOXOE TIOBEJIEHUE 3TOTO UTPOKA, KEIATEITHHO MPHUIIOKUTh
KaKHe-TO JI0Ka3aTeabCTBa B BUJI€ CKPUHOB;

He yka3bIBaii muunyto nHpopMmaiuio B mpodaiiie urpsl;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeodunaibHbIE TATYH U MOJIBL;

Hcnone3yil ciokHbIe U pa3Hble MapoJy;

Jlaxxe BO BpeMsl UTPHI HE CTOUT OTKJIFOYATh aHTUBUPYC. [ToKa ThI UTpaeIib, TBOKH KOMIIBIOTEP MOTYT
3apa3uTh.

@OUIIMHT WIN KPaxkKa JUYHBIX JAHHBIX

OObIYHOM KpaXkel JeHer U TIOKYMEHTOB CErofHs y»e HUKOTO He yIUBUIIb, HO C pa3BUTHEM HHTEPHET-
TEXHOJIOTUH 3JI0YMBIIICHHUKH TIEPEMECTUIINCHh B UHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «JTFOOMMBIMY) JIETIOM.
Tax nosBuIIack HOBas yrpo3a: HHTEPHET-MOUICHHUYECTBA WK (PUIINHT, TJIaBHAs 1IeJIb KOTOPOTO COCTOUT B
MOJIy9eHUY KOH(UICHIIMATBHBIX JaHHBIX MOJL30BaTENIC — JIOTMHOB U Taposieil. Ha aHruiickoM si3bIke
phishing untaercs kak dummnar (ot fishing — peidHas o, password — mapouis).

OcHOBHBIE COBETHI IO O0PHOE ¢ PUIIUHTOM:

Noogkow

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl 0Jj03peBaeliib, YTO TBOS aHKEeTa Oblja B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aJMUHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Hcnonb3yit Oe3onacHble BeO-CalThl, B TOM YHCIIE, UHTEPHET-Mara3uHOB U IIOUCKOBBIX CUCTEM;

3. Hcnonw3yit cioxHbie U pa3Hbie Mapoyid. Takum o0pa3om, eclid Te0s1 B3JIOMAOT, TO 3JI0YMBIIIICHHUKH
[OJTy4aT AOCTYH TOJIBKO K OJJHOMY TBOEMY ITPO(UIIIO B CETH, @ HE KO BCEM;

4, Ecnu Te6s B3110Manu, To He0OX0IMMO NMPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE JOOABIEHbI Y

TeOsI B PY3bsIX, O TOM, UTO TeOsI B3JIOMAJIH U, BO3MOXKHO, OT TBOCT'O UIMEHHU OYZIET PACChUIATHCS CIIaM M CChLIKU
Ha (UIIHMHTOBBIC CAUTHI;

5. VYcranosu Hagexubii maposb (PIN) Ha MoOMIBHEIH TenedoH;
6. OTKIIIOUM COXpaHEHHE MapoJist B Opaysepe;
7. He oTtkpbiBaii (aiisbl 1 qpyrue BIOKEHHS B MMChMAaX JIaXKe €CIIM OHU MPUIILTH OT TBOMX JApy3ei. Jlyuie

YTOYHHU y HUX, OTHPABIISUTN JIX OHU TeOe 3TH (Hailiibl.

udpoBas penyranus

[Mudposas pemyranus - 5T0 HETaTUBHAS WM MTO3UTHBHAs HH(popMaIus B ceT o Tede. Kommpomerupyromas
uHpopMalus pa3MeLIeHHas B MHTEPHETE MOXKET CEPbE3HBIM 00pa30M OTPa3UThCs HA TBOEH pealbHOM KHU3HHU.
«dudposas penyrars» - 3TO TBOH UMHIIK, KOTOPBIH (hopMupyercs u3 HHPOpPMALUU O TeOE B UHTEPHETE.
TBoe MecTo KUTEIbCTBA, YUeObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapaKTepa U paccKasbl O
OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue nopoCTKH JETKOMBICIIEHHO OTHOCATCS K IMYOJIUKAIUK JTUUHON HHpopMmanuu B IHTepHeTe, He
MTOHMMasi BO3MOXHBIX MOciecTBUM. ThlI 1aXke He CMOXKEIIb 10ralaThCsl O TOM, YTO (oTorpadus, pasmMelieHHas
5 ner Ha3zaj, cTaja NPUYMHOM OTKa3a MPUHATH TeOs Ha paboTy.

KommMmenTapuu, pa3menienue TBoux ¢ororpaduil 1 1pyrue 1eHCTBUS MOTYT HE UCUE3HYTh J1aXKe MOcCje TOTo,
KaK Thl UX yJaJIullb. Thl HE 3HaelIb, KTO COXPaHWI 3Ty HH(OPMAIIHIO, [TOTala I OHA B IOUCKOBBIE CUCTEMBI U
COXPaHMJIACh JIM OHA, a IJIaBHOE: YTO MOIYyMAaIOT 0 TeOe OKpY:KaroIllee 01, KOTOPbIe HAUAYT U YBUIAT 3TO.
Haiitu undopmainio MHOTO JIET CITyCTsl CMOXKET JII000H - Kak U3 100pbIX MOOYKAECHUH, TaK U C HAMEPECHUEM
MPUYUHUTH Bpel. ITO MOKET OBITh KTO YTO/IHO.

OcHOBHBIE COBETHI 10 3aIuTe U(POBOI penyTanuu:

1. [Honymaii, npexie uem 4To-To MyOJIMKOBATh U NepeiaBaTh y ce0s B 6JI0re WK B COL[UANIBHOM CeTu;
2. B nactpoiikax npoduisi ycTaHOBH OTpaHUYEHHUsI Ha TPOCMOTP TBOETO MPOGMIISL U €T0 COAEPKHUMOTO,
clienai ero TOJIbKO IS Apy3en»;

3. He pa3mernaii u He yka3biBail HH(OpMAIIHIO, KOTOPas MOXKET KOro-JInO0 OCKOPOJIATh MIIM OOMKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIE HIKOJIbHUKU- aKTUBHBIE TOJIH30BATENN LIUPPOBOro MpocTpancTBa. OJHAKO JaJIeKo He Bce
3HAIOT, YTO MOJB30BaHNE MHOTMMH BO3MOXHOCTAMHU IIU(POBOro Mupa TpedyeT coOI0AeH s TpaB Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMUH «HMHTEIEKTYyalbHasi COOCTBEHHOCThY» OTHOCHTCS K pa3IMYHBIM TBOPEHUSM YEJIOBEUECKOT0 yMa,
HAYMHAas ¢ HOBBIX N300peTeHMi U 3HAaKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOJYKTHI U YCIYTH , U
3aKaH4MBasi KHUTraMu, pororpapusiMu, KHHOPUIbMaMHU U MY3bIKaJIbHBIMU ITPOU3BEACHUSIMH.

ABTOpCKHeE NpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MIPOM3BEACHUS HAYKH, JTUTEPATypPhl U
HCKyCCTBa. ABTOPCKHE MpaBa BHICTYNAIOT B KAYECTBE rapaHTUU TOTO, YTO UHTEJUIEKTYaIbHbBINH/TBOPUECKUI
TpYA aBTOpa He Oy/eT HalpacHbIM, JaCT €My CIIpaBeUIMBbIE BOZMOKHOCTH 3apa0d0TaTh Ha pe3yJabTaTax CBOETO



TpyAa, MOJTY4YUTh U3BECTHOCTh U Mpu3HaHUe. HUKTO 6e3 pa3pemieHus: aBTopa He MOKET BOCIIPOU3BOANUTH €r0
MIPOU3BEICHUE, PACTIPOCTPAHATD, MyOIMYHO TEMOHCTPUPOBATH, IPO/IaBaTh, UMIOPTHPOBATH, TyCKaTh B
MPOKAT, MyOTMYHO UCTIONHATh, TOKA3bIBATh/HCIIONHSTH B d(hUpe uiu pazmenmars B IHTepHeTe.
Hcnonb30BaHue «IIUPATCKOT0» IPOrpaMMHOTO 0OeCTIeYeHUsI MOYKET MPUBECTU K MHOTUM PUCKaM: OT OTEPH
JAHHBIX K TBOMM aKKayHTaM 710 OJIOKUPOBKHU TBOETO YCTPOMCTBA, T/I€ YCTAaHOBJICHHBIN HE JeTalbHas
nporpaMMma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET JIETaJIbHbIE U OECIUIaTHBIE TPOrPAMMBI, KOTOpbIE
MOYKHO HAaWTH B CETH.

O nopraiie CereBHYOK.p( - TBOU IJIaBHBIN COBETYHK B CETH. 3/1€Ch Thl MOXKEIITb y3HATh O 0€30MaCHOCTH B
CETH MOHSATHBIM U JIOCTYITHBIM SI3BIKOM, a TIPY BO3BHUKHOBEHUHN KPUTUUYECKOW CUTYaIIMA OOPATUTHCS 32
COBETOM. A TakKe MPUHATH y4acTHe B KOHKYpCaX U CTaTh CaMbIM LHU(POBBIM I'paxaaHUHOM!



